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THU TUONG CHINH PHU  CONG HOA XA HOI CHU NGHIA VIET NAM
Poc 1ap - Tw do - Hanh phic

Sb: 33/CP-TTg Ha Noi, ngay 07 thang 4 nam 2024

CONG PIEN
V@ tiang cwong bao dim an toan thong tin mang

THU TUONG CHINH PHU dién:

- B truong cac BO, Thu truéng co quan ngang B9, co quan thudc Chinh phu;

- Chu tich Uy ban nhan dan cac tinh, thanh phd truc thudc Trung uong.

Thu tudng Chinh phit da c6 nhiéu van ban''! chi dao cac bd, nganh, dia phuong
vé ting cudng bao dam an toan thong tin mang. Tuy nhién, mot s6 nganh, linh vuc
chua quan triét, vu tién ngudn luc trién khai, dé xay ra su cd gdy mat an toan thong
tin mang va tiém an nguy co anh huéng dén an toan khong gian mang Viét Nam.
Ngoai ra, nhiéu hé théng thong tin do to chirc, doanh nghiép trién khai cung cap
dich vu truc tuyén phuc vu nguoi dan, doanh nghi€p cé pham vi, anh hudng sau
rong t&i x4 hoi. Vi vay, hé théng thong tin ctia co quan nha nudc va cac to chiec,
doanh nghiép can phai dugc quan tam, trién khai bao dam an toan thong tin mang
& mirc d6 cao nhét.

Trudc tinh hinh hoat dong tan cong mang, dac biét la ma ddc téng tién
(ransomware) ting manh thoi gian gan day va c6 thé tiép tuc dién bién phirc tap
trong giai doan t&i, nguy co anh huéng nghiém trong dén hoat dong phat trién kinh
té - xa hoi, dong thoi dé khac phuc nhiing ton tai, han ché, ting cuong ky luat, ky
cuong trong cong tac bao ddm an toan thong tin mang, Thu tuéng Chinh phu yéu

cau trién khai mét s6 nhi€ém vu cap thiét sau:

[ Chi thi s6 14/CT-TTg ngay 25 thang 5 ndm 2018 vé viéc ning cao ning luc phong, chéng
phan mém ddc hai; Chi thi s6 14/CT-TTg ngay 07 thang 6 nam 2019 vé ting cudng bao dam an
toan, an ninh mang nham cai thién chi sb Xép hang cua Viét Nam; Chi thi ) 18/CT-TTg ngay 13
thang 10 nam 2022 vé diy manh trién khai cac hoat dong tmg ciru sy c¢b an toan thong tin mang
Viét Nam; Chi thi s6 09/CT-TTg ngay 23 thang 02 nim 2024 vé tuan thu quy dinh phap luat va
tang cuong bao dam an toan hé thong thong tin theo cap do.
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1. B trudng, Thu truong co quan ngang bg, co quan thudc Chinh phu, Chu
tich Uy ban nhan dan céc tinh, thanh ph truc thudc Trung wong, cac td chic, co

quan, doanh nghiép:

a) Tiép tuc thuc hién quyét ligt, c6 hi¢u qua chi dao cua Thu tuong Chinh phu,

tap trung vao cac ndi dung trong tam sau:

(1) Tryc tiép chi dao va phu trach cong tac bao dam an toan thong tin mang;
chiu trach nhiém trudce phap luat va Thi tudng Chinh phu néu dé hé thong thong
tin thudc pham vi quan 1y khong bao dam an toan thong tin mang, dé xay ra sy co
nghiém trong.

(2) Chi dao tong ra soat, danh gia tinh hinh bao dam an toan thong tin mang
dbi véi cac hé thdng théng tin thudc pham vi quan 1y theo hudng din cua Bo
Thong tin va Truyén thong; giri két qua vé BO Thong tin va Truyén thong trude

ngay 30 thang 4 nam 2024.

(3) Thyc hi¢n nghiém thoi han hoan thanh phé duyét ho so dé xuit cép do an
toan cho 100% hé thng thong tin thudc pham vi quan 1y, thuc hién va trién khai
day du phuong an bao dam an toan thong tin theo hd so dé xut cip do dugc phé
duyét nhu chi dao ctia Tha twéng Chinh phu tai Chi thi s 09/CT-TTg ngay 23
thang 02 nam 2024.

(4) Str dung thuong xuyén cac nén tang hd tro bao dam an toan thong tin do
Bo Thong tin va Truyén théng cung cap dé nang cao hiéu quéa hoat dong quan 1y va

thue thi phap luat vé an toan théng tin mang.

(5) B6 tri hang muc vé an toan thong tin khi xay dung, trién khai ké hoach
ung dung cong nghé¢ thong tin hang nam, giai doan 5 ndm va cac du an cong
nghé thong tin; bao dam ty 1& kinh phi chi cho cic san pham, dich vu an toan
thong tin mang dat tdi thiéu 10% tong kinh phi trién khai cac ké hoach, dy an
nay theo chi dao ctia Thu tuéng Chinh phu tai Chi thi sé 14/CT-TTg ngay 07
thang 6 nam 2019.
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b) Truong hop xay ra su ¢ tn cong mang, tudn thi nghiém tac theo quy dinh
va chi dao tai Quyét dinh s6 05/2017/QD-TTg ngdy 16 thang 3 nam 2017, Chi thi
sO 18/CT-TTg ngay 13 thang 10 nam 2022 ctia Thii tuéng Chinh pha, Thong tu s6
20/2017/TT-BTTTT ngay 12 thang 9 nim 2017 cta Bo Thong tin va Truyén
thong, luu ¥ mot sb ndi dung trong tam sau:

(1) Kip thoi bao céo su ¢d vé co quan chit quan, don vi chuyén trach tmg ctru
su ¢6 cung cdp va Co quan diéu phdi quéc gia, cac co quan, doanh nghiép cé chirc
nang quan 1y an ninh mang.

(2) Tuan thu su diéu phdi tng ciu sy ¢b ciia Co quan diéu phdi qubc gia va
cac co quan churc nang co lién quan trong viéc: thu thap, phan tich thong tin; xur ly,
khic phuc su cb; xac minh nguyén nhan va truy tim ngudn gbc; phat ngdn va cong
b6 thong tin...

(3) Béo cao day du thong tin vé su cd, thiét hai va cac thong tin lién quan vé
Co quan diéu phdi qudc gia, dong thoi tong két, phan tich, danh gia, rat ra bai hoc
va bao cao vé Co quan diéu phdi qubc gia dé tong hop, pho bién.

¢) Hang Quy gui B Thong tin va Truyén thong bao cdo tinh hinh bao dam an
toan thong tin mang ddi véi cac hé thong thong tin thudc pham vi quan 1y trude
ngay 20 cua thang cudi Quy.

2. B0 truong, Thu trudng cac B, Co quan: Giao thong van tai, Cong Thuong,
Tai Nguyén va Moi trudng, Thong tin va Truyén thong, Y té, Tai chinh, Van phong
Chinh pht;, Ngan hang Nha nude Viét Nam, Uy ban nhan dan thanh phd Ha Noi va
Thanh phé Hb Chi Minh?, bén canh thuc hién nghiém chi dao cua Thu tudng
Chinh phu tai khoan 1 Cong di¢n nay phai tap trung chi dao thuc hi¢n ngay nhiing
nhiém vu cu thé sau:

a) Chu tri, ph6i hop Bo Théng tin va Truyén thong, Bo Cong an, Bd Quédc phong
chi dao céac to chirc, doanh nghiép chii quan hé théng thong tin cung cip dich vu

trye tuyén phuc vu nguoi dan, doanh nghiép (goi tat 13 to chirc, doanh nghiép):

2] Cac Bo, Co quan chu tri cac linh vie quan trong can wu tién bao dam an toan thong tin
mang theo Quyét dinh s6 632/QD-TTg ngay 10 thang 5 ndm 2017 ciia Tha twéng Chinh phu.
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(1) Thuc hién ra soat, ddnh gia va bao cao tinh hinh bdo dam an toan thong tin
theo hudng dan ciia B6 Thong tin va Truyén thong va cic bo, nganh lién quan co
chlrc ndng quan ly an toan, an ninh mang.

(2) Hoan thanh phé duyét hd so dé xuat cip do an toan cho 100% hé thong
thong tin trong thang 9 nam 2024 va trién khai ddy du phuong an bao dam an toan
thong tin theo ho so dé xuét cap do duoc phé duyét trong thang 12 nim 2024 (déng
bd v6i thoi han d3 néu tai Chi thi sé 09/CT-TTg).

(3) Pinh ky kiém tra, danh gia an toan thong tin theo quy dinh (t6i thiéu 01 1an/02 nim
ddi vé6i hé théng cép do 1, cép d6 2; 01 1an/nam ddi voi hé théng thong tin cép do 3,
cap d6 4; 01 1an/06 thang ddi v6i hé thong thong tin cip do 5), sian lung va loai bo
cac moi nguy hai trén hé thdng thong tin cta to chirc, doanh nghiép.

(4) Truong hop xay ra su cd tin cong mang, thuc hién theo diém b khoan 1
Cong dién nay.

b) Phdi hop B6 Thong tin va Truyén thong, cic bd, nganh ¢ chirc ning quan
Iy an toan, an ninh mang huéng dan, thanh tra, kiém tra cong tac bao dam an toan
thong tin ctia céac to chuc, doanh nghiép.

3. BO truong Bo Thong tin va Truyén thong:

a) Huéng dan cac bo, nganh, dia phuong ra soat, danh gia tinh hinh bio dam
an toan thong tin mang cho hé théng thong tin cia co quan, t6 chirc, doanh nghiép
nha nuéc trudc ngdy 11 thang 4 ndm 2024; tong hop két qua, bao cao Thu tudng
Chinh phu truéc ngay 30 thang 4 nam 2024.

b) Huéng din cic co quan chi tri cic linh vuc quan trong can uu tién bao
dam an toan thong tin mang t6 chitrc ra soat, danh gia va bao céo tinh hinh bao
dam an toan théng tin ctia céc to chirc, doanh nghiép trudc ngay 20 thang 4
nim 2024; tong hop két qua, bao cdo Thu tudng Chinh phu trudc ngay 10 thang 5
nam 2024.

¢) Chu tri, phéi hop B6 Cong an, Bo Qudc phong va cac co quan lién quan t6

chtrc thuc hi¢n cong tac gidm sat, phat hi¢n, canh bao sém va g ctru sy ¢ an
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toan thong tin mang. Tong hop két qua phan tich, danh gia, rt ra bai hoc tir hoat
dong tmg ctru su c¢d; cong bd, canh bao trén cac phuong tién thong tin dai ching dé
phd bién kinh nghiém, giup cac t6 chirc, c4 nhan nhan biét, chi dong phong ngira,
g pho sy ¢b tuong tu va nang cao nhan thirc vé an toan thong tin mang.

d) Chu tri, phéi hop cac bd, co quan lién quan to chirc thanh tra, kiém tra viéc
tuan thi quy dinh ctia phéap luat vé an toan thong tin mang tai cac co quan, to chirc
nha nudc va cac to chirc, doanh nghiép cung cip dich vu truc tuyén phuc vu ngudi
dan, doanh nghiép. Xir Iy nghiém cac trudng hop vi pham, dé xay ra sy cd mét an
toan thong tin mang.

d) Phat trién, van hanh, huéng dan cac bd, nganh, dia phuong, to chirc, doanh
nghiép st dung cic nén tang hd trg bao dam an toan thong tin dé quan 1y va thuc
thi phap luat vé an toan thong tin mang.

e) Chi dao cac co quan truyén thong, bao chi, phdi hop véi cac bd, nganh, dia
phuong ting cudng to chirc tuyén truyén, phd bién phap luat an toan thong tin
mang, nang cao nhan thirc vé bao dam an toan thong tin mang.

g) Hang Quy béo céo Thu tuéng Chinh phu vé cac nguy co, rii ro mat an toan
thong tin ddi véi hé théng thong tin ctia cac bd, nganh, dia phuong va céc to chirc,
doanh nghi¢p.

4. B6 Cong an, B6 Qudc phong ting cudng bao dam an toan thong tin mang
theo chirc nang, nhi¢m vu dugc giao va trong linh vuc thudc pham vi quan 1y; chi
dao céc to churc, doanh nghiép chii quan hé théng thong tin cung cap dich vu truc
tuyén phuc vu ngudi din, doanh nghiép thudc pham vi quan 1y quy dinh tai Quyét
dinh s6 632/QD-TTg ngay 10 thang 5 nam 2017 trién khai cac nhiém vy, giai
phap tuong tu tai khoan 2 Cong dién nay; phdi hgp Bo Thong tin va Truyén
thong to chirc thanh tra, kiém tra va xt 1y hanh vi vi pham phép luat vé an toan
thong tin mang.

5. Céac bo, nganh, dia phuong chu dong phdi hgp Bo Thong tin va Truyén
thong, B6 Cong an, Bd Quédc phong chi dao cac td chirc, doanh nghiép cung cap

dich vu truc tuyén phuc vu nguoi dan, doanh nghiép thudéc pham vi quan 1y nha
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nudc ting cudng bao dam an toan thong tin mang, tudn thi day du quy dinh phap
lut vé an toan thong tin mang, dac biét 1a quy dinh vé bao dam an toan hé théng
thong tin theo cap do.

6. Giao Pho Thu tuéng Tran Luu Quang chi dao theo ddi linh vuc ndy; Vin
phong Chinh phu, Bo Théng tin va Truyén thong theo chirc ning nhiém vu dugc
giao theo doi, don ddc viée thue hién Cong dién nay; té)ng hop, bao cao Thu tudng

Chinh phua két qua thyc hién./.

THU TUONG

Pham Minh Chinh
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